
Senior Specialist, Security– OMT  
The pioneer provider of financial services with a leading market position in Lebanon. 
 
Location: Badaro, Lebanon  

Major: Bachelor’s degree in Computer Science, Computer Engineering, or any related field 

Experience: 6-8 years of relevant experience in information security, preferably within fintech or 
financial services industries 

Major Requirements:  

 Conducts regular risk and vulnerability assessments to identify potential threats and weaknesses  

 Performs threat modeling and risk analysis  

 Develops and implements risk mitigation strategies and remediation plans  

 Responds to security incident alerts, conducts investigations, and implements remediation 
actions  

 Collaborates with the SOC team to ensure swift and effective resolution of incidents and 
mitigation of threats  

 Develops, tests, and refines incident response plans while coordinating with internal teams and 
external partners  

 Analyses security incidents to determine root causes and recommends improvements to 
prevent recurrence  

 Handles on-site/remote interventions and addresses needed issues  

 Ensures compliance with external regulations/standards and internal security policies  

 Prepares for and facilitates security audits and assessments by external regulatory bodies  

 Maintains documentation and evidence required for compliance and audit purposes  

Additional Requirements:  

 Proficiency in security technologies including Firewalls, IDS/IPS, EDR, XDR, SIEM, encryption 
technologies and WAF 

 Experience with monitoring tools, packet analysis, and vulnerability assessment tools 

 Strong understanding of security and control frameworks, such as NIST, ISO, CIS, PCI, GDPR, 
COBIT, ITIL 

 Skills in network monitoring and packet analysis tools 

 Expertise in administering vulnerability assessment tools, patch management systems, firewalls, 
intrusion prevention systems, email security 

 Skills in deploying and managing data encryption practices, including data-at-rest encryption 
(e.g., file system encryption, database encryption) and data-in-transit encryption (e.g. TLS, IPsec) 
to ensure robust data protection 

 Deep expertise in designing and implementing security architectures, including network 
segmentation, secure network design, and firewall policies, to create robust defenses against 
potential threats 

 Extensive experience with network protocols and their associated vulnerabilities, with the ability 
to apply advanced network security measures to protect against exploitation 

 
How to Apply: 
Kindly send your CV or contact the Career Services Center, E-mail: career.services@balamand.edu.lb, 
Ext. 7801; 7802  
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